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Lincoln Public Library
Security Camera Policy

Purpose

The Library is one of the community’s most valued public assets. To protect this investment and to support the
safety of its patrons, staff, and visitors, the Library, by and through its Board of Trustees, hereby authorizes the
use of security cameras in and around its facilities. This Policy may be amended from time to time by vote of
the Library Trustees.

Privacy
Camera placement shall be determined by the Library Director or their designee but in all instances shall be in
plain view. Security cameras, which record video images but do not record audio, may be used in public,
common areas of the Library’s interior and exterior where there is no reasonable expectation of privacy.
Footage is collected to support the safety and security of patrons, staff, and Library property and may be
reviewed for legitimate operational, safety, or investigative purposes, including situations involving:

e suspected criminal activity

e suspected violations of Library policies

e incidents that may give rise to claims against the Library

Public Notice
The Library will post prominent signs, alerting users to the presence of security cameras for monitoring and
recording on Library property, both inside and outside.

Cameras are not continuously monitored. Patrons and staff should continue to take appropriate precautions
for their personal safety and the security of their belongings. Neither the Lincoln Public Library nor the Town
of Lincoln is responsible for loss of property, damage, or personal injury and no assurances of safety are being
provided as a result of the use of video cameras.

Prior to placing any cameras in or around the Library, the Library will provide advance notice to its employees,
officials, and volunteers as to the public placement of security cameras. Cameras will not be placed in private
workspaces.

Prohibited Uses

To protect patron privacy and uphold intellectual freedom:
e Cameras will not be used to track reading, viewing, or browsing habits.
e Cameras will not be used for staff performance evaluation or monitoring.
e Cameras will not be used for routine surveillance of patron behavior.
e Cameras will not record audio.
e Cameras will not be used for any purpose inconsistent with this policy.
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Access and Disclosure
The Library Director oversees the security camera system, including installation, maintenance, access, and
disclosure decisions. Only the Library Director, the Assistant Director, and Town IT staff, acting solely in IT
staff’s official capacity for technical support, are authorized to access or review any part of the security
camera system.
e Law enforcement or emergency response officials may be granted access pursuant to a public safety
event or investigation, subpoena, court order, or as otherwise required by law
e Recordings will not be disclosed to other parties except as permitted by law.
e Images may be shared with Library staff to identify individuals involved in incidents, violations of
Library policy, or banned from Library property.
e Any data shared with staff must be treated as confidential, to the extent permissible by law.

General Public Requesting Access to Security Camera Footage
e Confidentiality and privacy issues limit the general public from viewing security camera footage that
contains patron information protected by state law. Members of the general public requesting to
inspect security camera footage must file a public records request, subject to applicable exemptions
under Massachusetts and/or Federal law or otherwise obtain a court order.

Retention and Disposal
e Recorded data is stored digitally for one month unless flagged for investigation, legal review, or
administrative purposes.
e Recordings identified as evidence or relevant to an incident will be preserved until the matter is fully
resolved.
e After the retention period, provided no further preservation is necessary, recordings will be deleted.
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